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Executive Summary

The report presents CSI-COP’s project interim societal impact. This initial impact in Period 2 of the
project has mainly been internal, within the consortium team members, and where occurred, in the
partner organisation. Impact on the general public and wider society is expected in the final period of
the project. This is when citizen scientists will conduct website and app investigations, and any effect
from policy recommendations is realised. The current societal impact report is with respect to the
project’s objectives including assisting the EU with monitoring the compliance of the general data
protection regulation (GDPR) in websites and in apps. The approach has applied a citizen science
methodology based on the ten principles of citizen science inclusion formulated by the European Citizen
Science Association (ECSA). CSI-COP’s societal impact aims to raise awareness of different types of
digital tracking techniques deployed in websites and apps, and the need for improving transparency
around ‘informed consent’. The societal impact includes addressing the project’s thirteen indicators to
monitor and evaluate impact: ten from the European Commission’s Monitoring the Evolution and
Benefits of Responsible Research and Innovation (MoRRI), and three from the United Nations
sustainable development goals (UN SDG). These indicators encompass gender equality; science literacy
and quality education; ethics; public engagement; open access, and partnerships for goals.

Undoubtedly a once-in-a-hundred year’s pandemic (COVID-19) virus has hit the project hard with
respect to engaging the general public through in-person activities. Additionally, the nature of CSI-
COP’s consortium changed with the termination of one project partner in the second year of the project.
Nonetheless the CSI-COP partners’ efforts have realised a free informal education course ‘Your
Right to Privacy Online’ which has already begun delivery across the partner countries in local
languages, as well as through online synchronous workshops (attendees present at the same time). This
course has reached hundreds through different media: the EU.Citizen-Science MOOC platform for self-
study, through course document download from the CSI-COP website, and in online and in-person
workshops. To reach a wider audience the course has been translated into eleven languages from the
English original: Catalan, Czech, Finnish, French, German, Greek, Hebrew, Hungarian, Italian,
Romanian, and in Spanish.

The face-to-face course has been delivered by CSI-COP partners in the UK, Greece, Israel, Hungary,
Czech Republic, and in Romania. As reported in CSI-COP’s first deliverable (Ignat et al., 2020), citizen
science projects have featured mainly white middle-aged males. The active practice of inclusion in the
CSI-COP project has so far seen an approximate 2:1 ratio between femalelmale attendees, and young
people attracted to the course through partner university connections. Additionally, the mid-term
societal impact has seen partners evaluating their own online behaviour to improve their data-privacy
management. Colleagues in the consortium have also begun investigating websites and apps for tracking
cookies to prepare demonstrations for citizen scientists. CSI-COP partners have also begun holding
conversations with a variety of stakeholders, including data protection officers, local businesses,
neighbours, friends, and sister EU funded citizen science projects. This work is continuing in Period 3
to an extended CSI-COP project-end in June 2023 following an Amendment to CSI-COP project. The
final societal impact report, due in month 39 (March 2023), will detail CSI-COP’s full societal impact.

Keywords: citizen science, data brokers, gender equality, public engagement, science literacy, societal
impact
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Introduction to Societal Impact 1

The aim of the CSI-COP project is to leverage citizen science by engaging members of the public
assisting with monitoring compliance of the general data protection regulation (GDPR). This is
specifically in websites and apps with respect to transparency and informed consent on any tracking
cookies or other online surveillance technologies might be embedded. We know that online tracking is
ubiquitous. In his 10 April 2022 show ‘Last Week Tonight’, UK comedian John Oliver exposed the
role of data brokers (HBO series 9 episode 7, 2022). Oliver divulged the AdTech industry’s practice of
collecting personal data online then selling it on. The UK Guardian newspaper reported the gist of
Oliver’s expose in an article on 11 April 2022:

“...discussed the ‘unsettling moments’ that often happen throughout the day online, as
we discover that companies are ‘monitoring our activities a little bit closer than we
would like’. .. called attention to data brokers, who are part of a multibillion-dollar
industry that encompasses ‘everyone from credit reporting companies to these weird
people-finding websites whenever you Google’ ... [data brokers] collect your personal
information and then resell or share it with others ... the ‘middlemen of surveillance
capitalism’ ... sprawling, unregulated ecosystem... looking into what they [data
brokers] do and how they do it can get very creepy, very fast”. (Guardian, 2022).

This is why it is very important for projects such as CSI-COP to make people realise there are ways to
protect ourselves in a digital environment that can de-anonymise us as living individuals from the
electronic crumbs we drop around the Internet. This is as we visit websites and use apps so giving
advertisers who have used data brokers a hold on our time and attention to sell us things, or make us
change our behaviour.

Citizen science engagement in the CSI-COP project is first established through raising awareness of the
project and gaining interest among the general public to learn about the extent of online tracking. CSI-
COP project has thirteen indicators to monitor and evaluate impact: ten from the European
Commission’s ‘Monitoring the Evolution and Benefits of Responsible Research and Innovation'
(MoRRI), and three from the United Nations sustainable development goals (UN SDG). The impact
measures include:

» gender equality: inclusive approach to involve females and males as citizen scientists in the

project

» science literacy: increase this by raising awareness of capabilities of internet technologies

(website design; app development)

» quality education: delivery high-quality informal education from the latest research in data

protection in online privacy

» ethics: ensure CSI-COP project is conducted in a responsible and ethical way through ethics

application by the coordinating partner (Coventry University)

» public engagement: activities aimed at the general public

This communication is part of a project that has received funding from the
European Union's Horizon 2020 research and innovation programme under grant agreement N°873169
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>

>

open access: ensure project deliverable reports are available by uploading to open access

platforms — Zenodo, as well as CSI-COP project website

partnerships for goals: collaborating with sister science projects in their events.

To begin impacting society, CSI-COP consortium partners leveraged a variety of engagement methods.
This has included:

YV ¥V VY V V VY

Word-of-mouth to neighbours, family and friends;

Distributing CSI-COP project newsletters to consortium partner networks;
Utilising partner university marketing teams;

Posting messages on social media platforms (LinkedIn, Reddit; Twitter);
Dissemination during partner invited talks to external organisations;

Teaching students in relevant taught courses (students appear less involved in citizen science

projects, as found in Hinsenkamp et al., 2020).

To review early, mid-term societal impact from the activities of CSI-COP’s consortium, before the
engagement of the general public as citizen scientists, a short survey was distributed internally by the
coordinating partner Coventry University to each CSI-COP partner. The questions aimed to elicit i) any
personal behaviour change in the CSI-COP team members, ii) whether any institutional changes had
been instantiated by a CSI-COP partner and iii) whether any impact beyond the partner organisation
had been achieved so far. The Appendices detail CSI-COP partners responses to these survey questions:

1.
2.

‘What impact has the CSI-COP project had on partner team members?
Does convenience sway your behaviour when you visit a website, time dictates how you deal
with a cookie banner, say?
Do team members ever check privacy policies of websites:
a. Ifyes, please give an example of a website privacy policy that you read — please provide
screenshot with name of website the privacy policy is for
b. Ifno, what prevents you from checking privacy policies
Do team members use apps? If so:
a. Do you download and use?
b. Have you checked permissions in the apps?
Has the CSI-COP partner analysed their own organisation’s website for cookie policy?
a. If so, what was the result of the analysis (for example, if you used a tool to analyse, or
conducted an analysis without a tool), please provide screenshots for evidence
Have you been in touch with your organisation to make any changes in your organisation’s
website, if your analysis showed improvements could be made to make it more GDPR-
compliant? Please provide screenshots for evidence.

This communication is part of a project that has received funding from the
European Union's Horizon 2020 research and innovation programme under grant agreement N°873169
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7. Have you been in touch with other organisations about their websites with respect to improving
GDPR-compliance? Please provide evidence, such as names of organisations and dates of
contact

8. Wider society impact.

In the final societal impact report, due in month 39 (March 2023), the survey will be refined for
distribution to a wide stakeholder network. CSI-COP’s second survey will include such questions as:

a. Did you use public Wi-Fi before participating in CSI-COP/
b. Do you still use public Wi-Fi after website and app investigations

c. Have you changed the way you use the Internet following participation in CSI-COP,

for example, changing browser?

d. Do you check ‘Settings’ in your phone to see what permissions an app has to functions

on your device, such as access to contacts?
e. Ifyou are a parent, do you check settings in your child’s phone if they have one?

f. If you are a teacher or lecturer, do you check educational websites for trackers before

recommending to school pupils, or university students?

In the next section of this report, mid-term early societal impacts of the CSI-COP project are highlighted
from the partners’ responses to the above questions. Further details are in the Appendices.

This communication is part of a project that has received funding from the
European Union's Horizon 2020 research and innovation programme under grant agreement N°873169
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Mid-term CSI-COP Impact

An ongoing activity from CSI-COP’s tasks has already generated evaluation of many websites for
transparency about any embedded trackers in cookie notices and privacy policies. This produced CSI-
COP’s first policy recommendation to the EU: to enforce minimal tracking in projects funded from EU
grants (Shah, 2021). The early findings, for example, from evaluating the coordinating partner’s
organisational website (Coventry University), has led to conversations with its Data Protection Officer
to review GDPR compliance across the university’s group of websites, including its virtual learning
platform Aula Education (see Appendix 1).

Another societal impact from CSI-COP has been public engagement across Europe by the consortium
partners. This has been achieved by continually disseminating the purpose of the project through a
variety of media. To foster interest in the project, CSI-COP created a free informal education course
which provides experiential learning. The informal education designed in the project’s second year,
in early Spring 2021, is offered through CSI-COP’s free course: ‘Your Right to Privacy Online’
(YRPO). This course was developed by CSI-COP Coordinator, Coventry University, an expert in
designing massive open online courses (MOOC), and its sub-contractor, Privacy Matters. The course
was then tested by some members of the public and evaluated by the EU-Citizen.Science team at UCL
to ensure quality of content.

Due to the effects of COVID-19 related country lockdowns affecting public engagement in the CSI-
COP project (Meunier, 2020), the “Your Right to Privacy Online’ course was first made available as a
MOOC to allow interested individuals to complete in their own time. CSI-COP’s MOOC was made
accessible in English from the EU funded EU-Citizen.Science project platform: https://moodle.eu-
citizen.science/ . The course document in English was also made available from CSI-COP project
website’s informal education web page (https://csi-cop.eu/informal-education-mooc/). At the time of
this report, the course document is available in twelve languages from the CSI-COP project website
through recent translations (Catalan, Czech, English, Finnish, French, German, Greek, Hebrew,
Hungarian, Italian, Romanian, and in Spanish).

Communication, dissemination and exploitation activities by the CSI-COP partners has raised interest
in members of the public (males and females, students and non-students) to learn about and begin
completing the YRPO course in their own time. Members of the public gain the experiential learning
in one-to-one training sessions where the opportunity to apply the knowledge from the “Your right to
privacy online’ course is demonstrated. The practical skills offered in this free training afford
individuals the expertise to explore beneath websites and apps to uncover digital tracking and record
findings about transparency and informed consent. This investigation is recorded in CSI-COP’s bespoke
cookies recording tool. The results of CSI-COP citizen scientists’ cookie and online tracking
investigations will be the production of an online, searchable freely available repository of online
trackers.

Since COVID-19 restrictions have been lifted across the CSI-COP partner countries, the free course is
being delivered in face-to-face workshops as well as in online workshops, and as hybrid sessions.
Accessible venues have been utilised for the face-to-face workshops. For example, the Coordinator,
Coventry University has organised workshops in public libraries and in an independent café to reach
the general public. This activity is continuing at the time of this report. Following an Amendment to
CSI-COP grant agreement and one partner termination, two partners (NaTE; IB) agreed to take on extra
effort to replace delivery of two CSI-COP free workshops originally tasked for the terminated partner.

* *

* *

* *
* 4 x
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At the time of this report, hundreds of individuals across the partner countries have registered to attend
online “YRPO’ courses. Over 200 individuals have completed CSI-COP’s course across seven of the
available course languages. At the time of this original submitted societal impact report (v1-8), over
160 individuals had completed an anonymous survey to answer the EU SwafS15-2019 call questions
on who citizen scientists are. The societal impact from CSI-COP has seen the following number of
‘YRPO’ course completions defined by individuals submitting their test answers in response to the
“YRPO’ multiple choice self-assessment test at the end of the course:

e English: 51 completions

e  Greek: 76 completions

e Hungarian: 6 completions
e Hebrew: 9 completions

e (Czech: 4 completions

e Romanian: 14 completions

e Spanish: 3 completions

Initial data on who the citizen scientists are show that CSI-COP has reached almost twice as many
females as males (117:64), who have completed the YRPO course and completed the survey (though
individuals two preferred not to say). The age range of individuals who have completed the course
and the anonymous survey tends to a balance (85:95) between young adults (18-39) and older adults
(40+), with three individuals so far preferring not to reveal their age-range. However, the anonymous
survey does show an imbalance between urban and rural residents who completed the course and the
survey: 165 urban residents: 13 rural area residents. Five people did not answer this question. The
definition of urban and rural was detailed in CSI-COP’s D2.2 deliverable (Hinsenkamp, et al., 2020).
This information will be presented fully on completion of ‘“YRPO’ courses for CSI-COP’s work
package 4 deliverable report D4.3 by partner NaTE. However, the figures do show how CSI-COP
partners have impacted society through proactive inclusivity efforts so far, to create a diverse
community of males and females of all ages interested to learn how to protect their data-privacy online.

CSI-COP’s informal education and practical training activity is continuing with the aim to reach many
more learners and to persuade those who show interest to follow through and complete the course for
their benefit. CSI-COP has found that the number of actual attendees in the scheduled workshops is
much lower than the number who register to attend. The reasons cited by non-attendees and course
completers are unsurprising. Non-attendance following registering interest to attend CSI-COP’s
“YRPO’ includes the date and time of the workshop conflicting with something urgent and unexpected.
One learner who completed the course but could not join CSI-COP as a citizen scientist gave COVID-
19 affecting availability-to-volunteer (see Box 1).

Thank you for the newsletter, it was good to read and have an overview of the year 2 meeting,
workshops and the parent's story. For myself, the reason I did not join as a citizen scientist was due

This communication is part of a project that has received funding from the
European Union's Horizon 2020 research and innovation programme under grant agreement N°873169
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to lack of time. Staffing and covid has made things tricky and have been doing 2 roles so unable to
take more on.

Box 1: Response from individual who completed the English language CSI-COP “Your Right to Privacy Online’ course

Members of the public who have attended CSI-COP’s “YRPO’ course online, or in-person have given
high praise. Following Coventry University’s hybrid workshop delivered in Coventry city Library on

12 April 2022, one attendee, a female university lecturer promised to help market the course to her
students (Box 2).

Thank you for the course yesterday. The teaching material is excellent and the delivery is perfect. |
wish more people could attend and I will market the course for you.

I invite you to deliver the course to my school, EFA (School of Economics, Finance and
Accounting) and I will ask all course directors to market the course for you.”

The students will receive their provisional marks on 23 May. I suggest that we hold the event
between 9 May and 23 May.

I will contact my course reps next week for a date, then let you know”.

Box 2: Feedback from one attendee in YRPO 12 April 2022 hybrid course

This is encouraging, since CSI-COP’s proposal included “Other Impact 3: Upskilling the Public and
Educators”. In the next section the impact on partners team members’ online behaviour, and early signs
of behaviour change in external individuals, from gaining knowledge in CSI-COP, is presented.

This communication is part of a project that has received funding from the
European Union's Horizon 2020 research and innovation programme under grant agreement N°873169
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Societal impact: CSI-COP team behaviour change

The Appendices present mid-term CSI-COP societal impact reviewing partners’ responses to an internal
survey (see Table 1). The responses evidence behaviour change in the partners themselves, and inspiring
change in their network: family, friends, colleagues, students, professional and consumer organisations.
The societal impact has included deleting WhatsApp messenger app from a personal smart phone, to
downloading a privacy browser: Brave. WhatsApp is owned by Facebook who were at the centre of the
Cambridge Analytica scandal. Millions of Facebook users had their data extracted and misused by

Cambridge Analytica (Wylie, 2019).

Additionally, CSI-COP team members now try to put convenience aside since the start of the CSI-COP
project to apply time finding options in websites to reject cookies. This extends to setting only necessary
permissions in apps to enable the app to work. Table 1 presents a sample of partner responses to the
internal survey. Full answers are found in the Appendices to this report.

Internal CSI-COP survey

CSI-COP partner response

Do team members ever check privacy
policies of websites

Not before CSI-COP project. Just did not consider the need
as an unspoken assumption was that websites would
respect website visitor privacy.” (Appendix 1)

Does convenience sway your
behaviour when you visit a website,
time dictates how you deal with a
cookie banner, say?

It used to be the case that for the sake of time and
convenience, we all used to consent to whatever cookie
banner flashed at the beginning of web browsing. Things
have changed after we realised the extend of digital
tracking and how our personal data come in the possession
of third (concerned) parties, thanks to CSI COP project”
(Appendix 2).

What impact has being on the CSI-
COP project had on partner team
members?

In spite of the fact that none of the members of NaTE’s
team is an expert in the field of online privacy and data
protection, since the beginning of the CSI-COP project
there has been considerable improvement in our awareness
of the importance of data protection issues and in the way
we handle cookies during our daily Internet and apps
usage. This is due to the knowledge we gained from the
research findings unearthed in the research phase of the
CSI-COP project, from relevant information shared among
project partners in the regular progress meetings and from
reading and translating the CSI-COP MOOC content
(Appendix 3).

Do team members use apps?

Apps are used for both work and free time. In any case, the
set of apps is kept to the minimum required and privacy
policies are checked before installation. Some apps are
required, like Microsoft Authenticator, or highly useful,
for example Microsoft Teams, Webex Meet and
GoToMeeting (Appendix 4).

Have you been in touch with your
organisation to make any changes in
your organisation’s website

We have approached the BIU website manager and asked
for a meeting to discuss cookies usage in BIU site”
(Appendix 5).

Table 1: Sample of partner responses to CSI-COP internal survey

This communication is part of a project that has received funding from the

European Union's Horizon 2020 research and innovation programme under grant agreement N°873169
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Outside of the CSI-COP consortium team members, Boxes 3 and 4 show a sample of behaviour change
from individuals inside lead partner Coventry University, though unconnected with the CSI-COP
project, and an external individual, part of CSI-COP‘s network.

[Name redacted: CU staff] 31/03/21

Hi Huma

Yes I would, it definitely made me more aware as I mentioned at the end of the talk. @
Thanks

[Name redacted for data-privacy]

Good afternoon [Name redacted for data-privacy],

I know you were really busy facilitating the “You and Your Data’ session on Saturday, but would
you say, that following what you heard, you would now check your mobile ‘phone for app
permissions in settings?

Huma

Box 3: CU Internal staff correspondence with Huma Shah

The comments in boxes 3 and 4 show that online privacy in apps and websites is now on the radar of
these individuals, and in one case, they are passing on the awareness to others.

[Name redacted for data-privacy] 30/03/21
Hi Huma

Thank you very much for letting me have this.

It has been really interesting and useful to discuss online privacy issues with you and [ am now very
careful to manage cookies and refuse them where possible. I'm also alerting friends to this.

Box 4: Network of CU external individual correspondence with Huma Shah

The final societal impact report aims to reveal wider stakeholder online behaviour change as a result
of participating in CSI-COP project. In the next section the effect on sister citizen science projects is
presented.

This communication is part of a project that has received funding from the
European Union's Horizon 2020 research and innovation programme under grant agreement N°873169
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Societal Impact: Sister SwafS Projects

CSI-COP has begun analysing EU funded ‘sister SwafS’ project websites. At the time of this deliverable
sister SwafS project CS-Track (CST, n.d.) had been contacted in January 2021. This was to raise
awareness of first party cookie, and twenty-seven third party requests from nine unique hosts that were
not made immediately transparent in CS Track’s privacy and cookie policy at that time. CS Track
website has a cookie banner at the bottom of its pages (Screenshot 1) which states:

“By clicking “Accept”, you consent to the use of ALL the cookies. However, you may
visit Cookie Settings to provide controlled consent.” (CST, n.d.).

©) Analyzing Ciizen Soence Proje X+ - a8 X

c (O-} pr B 9 & =

CS Track project
researchers to present at
the GWTF Annual Meeting

Analyzing Citizen Science S e
Projects using Web-based Tools )

Oniine Workshop on Tuesday 16 November 14:00 - 15:30 CET

OCT 21, 2021

/ = s THE FUTURE OF
ov | CITIZEN SCIENCE:
D201

D kNG =xrERIENd
FROM THE EUROPEA
V" COMMUNITY

We use cookies on our website to give you the most relevant experience by remembering your preference:
repeat visits. By clicking *Accept’, you consent to the use of ALL the cookies. However, you may visit Co
ettings to provide controlled consent. ™

Citizen Science lendscape

Screenshot 1 CS Track: https.//cstrack.eu/

In January 2022, the lead author, acting as External Advisory Board member, provided feedback on
website GDPR compliance to ‘sister citizen science’ project Cos4Cloud. This work is continuing with
the aim to raise awareness among other citizen science projects about a privacy-by-design, no-tracking
approach to website and app development. The purpose is to advise about cookie banners and privacy
policies to help their web and app developers make their communication, dissemination and other
interactive tools more transparent and to better comply with the GDPR. This is part of ongoing work,
with any changes to sister citizen science project websites made as a result of advice from CSI-COP,
reported on in the project’s final Period 3. In the next section CSI-COP’s ongoing societal impact work
is explained.

This communication is part of a project that has received funding from the
European Union's Horizon 2020 research and innovation programme under grant agreement N°873169
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Ongoing CSI-COP work

The termination of one CSI-COP partner offered the opportunity to reach beyond the planned
workshops to host more, including online events, leveraging the “YRPO’ course. To increase CSI-
COP impact, project awareness has been spread through a variety of communication and dissemination
tools, including press notices from partner universities, to using social media platforms (LinkedIn;
Reddit, Twitter, Yammer). Forthcoming activities include parent and teacher roundtables, to help
parents understand the due diligence undertaken by schools and teachers in advocating digital learning
platforms, or education apps. Other activities by the project partners will include stakeholder cafés
bringing together web and app developers with local businesses, big tech and policymakers. At the time
of this deliverable, in-person workshops are being organised in Athens, Coventry, Patras, Oulu, Tel
Aviv, Prague, and in Cluj-Napoca. These tasks are ongoing with more online and in-person workshops
planned in the Spring and Summer of 2022.

In the CSI-COP proposal, the consortium was fully aware of the obstacles to maximise impact,
including “Low interest from general public”. Further unforeseen force majeure, a new conflict in
Europe from February 2022 (Russia-Ukraine tragedy) impacted partners on the north eastern and
eastern edges of Europe (Finland; Czech Republic, Hungary). Humans fleeing the war for their lives
arrived in Ukraine’s neighbouring countries acting on humane principles to care for the displaced. Over
400,000 refugees were received in CSI-COP partner, the Czech Republic (CSIS, 2022). Along with
other international effects, the economic consequences of national higher energy prices affecting
household income, and the ongoing COVID-19 risk, all has added stress on to the consortium partners
daily lives. Nonetheless, CSI-COP partners remain motivated to reach out as wide as possible to make
the general public aware of the importance of protecting our data online, and to demonstrate that
privacy is not a privilege. With this in mind, CSI-COP Coordinator nominated the project for the
‘Best Innovative Privacy Project’ in the inaugural ‘Privacy, Infosec, Culture, Change, Awareness,
Societal, Organisation (PICCASO) awards’. In early October 2022, the consortium learnt CSI-COP
was short-listed for the ‘Best Innovative Privacy Project’ in this category in the inaugural Piccaso
awards. This new privacy award raises awareness of CSI-COP project’s important work among a
variety of stakeholders working in the field of data protection and online privacy, including international
organisations such as Google, Tata Consultancy, as well as data protection officers, and the UK data
protection authority (the ICO). The result of the Piccaso awards will be announced on 8 December
2022. CSI-COP consortium’s final efforts and full project societal impact will be reported in the final
project reports D1.7 (due month 39-March 2023), and D6.6 (due month 42-June 2023).

* *

* *

* *
* 4 x
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Appendix

Appendix 1: Partner 1 CU

What impact has being on the CSI-COP project had on partner team members?
Some members of Coventry University’s team now use Brave browser “a free, open-sourced privacy-
focused browser: https://brave.com/

Does convenience sway your behaviour when you visit a website, time dictates how you deal with a
cookie banner, say?

Before the CSI-COP project, it was less about convenience, but lack of knowledge about what those
cookie banners meant. To access information on websites visited, cookie banners and cookie notices
were ignored to enter the websites.

Do team members ever check privacy policies of websites: if yes, please give an example of a website
privacy policy that you read — please provide screenshot with name of website the privacy policy is
for.

Not before CSI-COP project. Just did not consider the need as an unspoken assumption was that
websites would respect website visitor privacy. However, at least one of the Coventry University does
check privacy policies and passes on some for review to CSI-COP data protection, and privacy expert
partner STELAR. One online privacy policy that CU requested STELAR to review was the BBC
website — the UK’s national broadcaster. The BBC’s privacy policy is found here:
https://www.bbc.co.uk/usingthebbe/privacy/privacy-policy/

sss The BEC Privacy and Cookies I X+ - 8 x

= c O 8 m bbe.co.uk/usingt B % L

BE O signin News Sport Weather iPlayer Sounds Bitesiza More - Q SearchBBC

Using the BBC Your Information & Privacy Cookie & Browser Settings = Creating & Using Your Account  Terms of Use

Privacy and Cookies Policy

The BBC Privacy and Cookies Policy
Page updaled: July 2021 Download Privacy and Cookies Policy as PDF
Version 3.1

1. What's in this policy?

2. What does this policy cover?
1. What's in this policy?
polcy 3. How do you protect my
personal information?
This policy tells you:
4. What types of personal
information does the BBC
« what information we might collect about you collect about me?
« how we might use that information
5. How long will the BEC keep
« when we might use your details to contact you i personal iformiiation?
« what information of yours we rmgm share with others
« your choices about the personal information you give us 9: How a1 e BBC use iy
Y personal information?

7. When will the BBC use my

A BACKTO TOP information to contact me?

8. Will | be contacted for

HPTypeheremsear:h SO ® m o g W g ™ { Rrain 1

STELAR’s analysis of BBC’s privacy policy page (email to Huma Shah from Dimitrios Tsolovos:
21.03.22):

“The website uses a pop up to inform users on how their personal data may be used if
they consent. The choice to refuse sharing personal data is clear and the user is given

This communication is part of a project that has received funding from the
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the option to manage exactly which options they wish to consent to or not. Each of
the choices comes with a small description of what their personal data will be used
for so the user can make an informed consent. Once small note that I have with it
however is that the “Legitimate interest” choice for each option is turned on by
default instead of the opposite. The user even has an option to refuse only specific
“vendors” from having access to their data while allowing others. Here too legitimate
interest however is turned on by default”.

Do team members use apps, if so have you checked permissions in the apps?
Yes. Shazam ‘tune-finder’ app: https://www.shazam.com/gb/home Since CSI-COP project, this app
is only allowed those permissions to the smart phone on which is sits is access to microphone. This is

to allow the app to pick up a tune and perform an algorithmic match to inform what that tune is and
who the musician is.

Have the CSI-COP partner analysed their own organisation’s website for cookie policy? If so, what
was the result of the analysis (for example, if you used a tool to analyse, or conducted an analysis
without a tool), please provide screenshots for evidence.

Yes, see the main report. In addition, an analysis has been done on Aula Education website:
https://www.aula.education/ Aula Education is a virtual learning platform now owned by Coventry
University for student engagement. Academics upload lecture and assessment material for students to
access. Students can interact with academics by messaging them directly through the Aula. A
screenshot of Aula is below — its ‘cookie box’ presented bottom left of the screen with the options of
‘Learn more’, ‘Allow’ or ‘Decline’.

€ c @ 0 a aula education 144 neoe =

aAvb A Howitworks ~ Resources v Aboutus sign In

Deliver the feeling of a
great class, online

Aula is the Learning Experience Platform (LXP) for

for educators to
We s cookie 1o improve your experience on
our site. By using our site you consent cookies.
Learn more

experiences.

Allow

Decline

H £ Type here to search

Have you been in touch with your organisation to make any changes in your organisation’s website, if
your analysis showed improvements could be made to make it more GDPR-compliant? Please provide
screenshots for evidence.

Yes, with the university’s Data Protection Officer (DPO). At the time of this report, Coventry
University’s DPO has been contacted about Aula Education’s ‘Privacy Policy’ linking directly to a
generic ‘Website Privacy Notice’ on Coventry University’s website, shown in the screenshot below.

This communication is part of a project that has received funding from the
European Union's Horizon 2020 research and innovation programme under grant agreement N°873169
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N Website Privacy Notice | Cover X = 4+ = =] X

C O 8 htt ww.coventry.ac.uk ments/privacy B % @ & =

Covent
Umversrv

Study Life on Campus International Research Business

Home > Legal Documents > Website Privacy Notice

> Study

Website Privacy Notice

> Life on Campus

> International Purpose

> Research Coventry University is committed to protecting your privacy. This notice will help you understand how we look after your personal data and
how we make sure that we meet our obligations to you under the UK data protection laws (referred to in this notice as the "Data Protection

> Business Laws"). This notice outlines how we will use, store and share your personal data, and supplements any other notices or statements we
may provide to you.

> About Us

If you have any questions in relation to this notice or generally how your personal data is processed by us please contact our Data
Protection Officer by letter addressed to: Data Protection Officer, Coventry University, Priory Street, Coventry CV1 5FB; or by email at:

enquiry.igu@coventry.ac.uk
Who are we?

In this Privacy Notice, the terms "we”, "our”, and "us" refer to Coventry University, Priory Street Coventry, United Kingdom CV1 5FB (ICO

registration number Z6939585). You can find the full details of the Group.
n L Type here to search

Frequent correspondence with Coventry University’s Group Data Protection Officer is aimed at
speeding up transparency and informed consent across Coventry University’s group websites
(Because that correspondence is deemed confidential it is not possible to post screenshots here).

Have you been in touch with other organisations about their websites with respect to improving
GDPR-compliant? Please provide evidence, such as names of organisations and dates of contact.
Yes. External organisations, including EU funded projects with websites Cos4Cloud
(https://cos4cloud-eosc.eu/ ), CS Track (https://cstrack.eu/ ),

This communication is part of a project that has received funding from the
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Appendix 2: Partner 2 UPAT

What impact has being on the CSI-COP project had on partner team members?
CSI-COP project has certainly raised awareness between the members of UPAT’s team, as far as the
matter of digital tracking is concerned.

Does convenience sway your behaviour when you visit a website, time dictates how you deal with a
cookie banner, say?

It used to be the case that for the sake of time and convenience, we all used to consent to whatever
cookie banner flashed at the beginning of web browsing. Things have changed after we realised the
extend of digital tracking and how our personal data come in the possession of third (concerned)
parties, thanks to CSI COP project.

Do team members ever check privacy policies of websites? If yes, please give an example of a website
privacy policy that you read — please provide screenshot with name of website the privacy policy is
for

Although privacy policies are sometimes lengthy we did read our institution’s one, so as to know how
the personal data of users are being processed and if there is someone responsible you can talk or
write to. Turns out there is a DPO available and UPAT provides all of the information necessary for
the users of the site as far as the process of their data is concerned. All of this info is in the Greek
language. In English, there are only two small sections.

MoATiKA 1SlwTIKOTNTAg

ovons

. oot oo v oo

This communication is part of a project that has received funding from the
European Union's Horizon 2020 research and innovation programme under grant agreement N°873169



Page21

CSI-COP

Citizen Scientists
Investigating Cookies
& App GDPR Compliance

Privacy policy

ovoms The managament and protect;

e sl from the process

Cookies

H P Minxrpoloyriote £66 yia avelaon

Do team members use apps, if so, do you download and use? Have you checked permissions in the
apps?

Every member of the team is using apps after downloading them from Google Play or alternative
sources (F-droid). After joining CSI COP project, we all checked permissions and disabled what we
thought was unnecessary for some apps, such as access to sms, local storage, photo gallery etc.

Have the CSI-COP partner analysed their own organisation’s website for cookie policy?If so, what
was the result of the analysis (for example, if you used a tool to analyse, or conducted an analysis
without a tool), please provide screenshots for evidence.

During the implementation of the project, we checked UPAT’s web page for trackers, using Webkoll
and PageXray [free online tools]. According to the results, there are no third-party cookies, but there
are twelve (12) third party requests. There is a discreet banner at the bottom of the page stating: “We
use cookies to ensure that we give you the best experience on our website. If you continue to use this
site, we will assume that you are happy with it.”

% webbkoll |

heck again

o
Results for www.upatras.gr O i e

HTTPS by default: Yes
RL: http://www.upatras.gr

Content Security Policy: Not implemented hitps://www.upatras.gr/

Referrer Policy Referrers leaked
Cookies: 4 (4 first-party; 0 third-party)
Third-party requests: 12 requests to 4 unique hosts

Server location: 4= Greece — 150.140.130.170:k2®

& HTTPS by default

{TTPS by default

State Title Summary Description
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€ C () @ nhitps//pagexrayfouanalytics.com

fonts.googleapis.com (95ms)

. fonts.gstatic.com (155ms)
= @ upatras.gr (28875ms}

nnne

Have you been in touch with your organisation to make any changes in your organisation’s website, if
your analysis showed improvements could be made to make it more GDPR-compliant? Please provide
screenshots for evidence.

We actually think that University of Patras does not have much room for improvement, as they do not
use any third party cookies and explicitly describe who, how and for how long they are processing
personal data or any other type of data acquired through the website. They also provide a form for the

users that gives them the chance to fully exercise all of the rights GDPR is granting them. They even
have links to the relevant legal framework.

We reached out to the team in charge of UPAT’s data protection and had a meeting with them in order
to acquaint with each other and inform them about our project and work. Also an existing site,
belonging to our PI’s lab (APEL UPAT), was about to get a “facelift”. After our intervention, it was
rebuilt with only one first party cookie. www.apel.ee.upatras.gr (one first party cookie)

A EXEEEEE )

€5 C 0 8wk

bbkoll | net

Results for www.apel.ee.upatras.gr

rty: O third-party)

X Insecure: HTTPS not used by default

waae. apel e

er does not use HTTPS by default

© How to implement

np koot 56 ya ity E O m@Bmoe© 9 @

Have you been in touch with other organisations about their websites with respect to improving
GDPR-compliant? Please provide evidence.
For the moment we have reached out (by telephone) to some organisations about their website’s

GDPR compliance and after our intervention two of the sites have no 3™ party cookies as you can see
in the screenshots below.
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www.interregcinovatec.eu

M FW:C X | eee Lausa X Weatl X Weatt X | @ Deepl X | O Agri0 x | @ Neax x | EB Resuit x Home X | @ Néax x EB Resul x v Opiw x | EB Resul x | +

<« CcC o @ webbkoll.dataskydd.net/en/results?url=http%3A%2F

Recipes Fitness EU Work (SNE, EPO PV csl cop NEP cv

% webbkoll | I News  About FAQ

Results for interregcinovatec.eu

HTTPS by default: Yes
Content Security Policy: Not implemented
Referrer Policy: Referrers leaked
Cookies: 5 (5 first-party; 0 third-party)
Third-party requests: 8 requests to 4 unique hosts

IP address: 84.205.255.143'e2k &

HTTPS by default
interregcinovatec.eu uses HTTPS by default.

Chromium reports the following:

Coursera ravel ransiatio Subtities @ Covid19 | Vaccinat covio—19 @ NopoBegia A »

example.com

£ Check again
© 2022-03-30 08:15:20 Etc/UTC

http://interregcinovatec.eu/
https://interregcinovatec.eu/

HTTPS encrypts nearly all information sent between a client and a web
service. Properly configured, it guarantees three things:

« Confidentiality. The visitor's connection is encrypted, obscuring URLs,

cookies, and other sensitive metadata.

State Title Summary Description
« Authenticity. The visitor is talking to the “real” website, and not to an
impersonator or through a *man-in-the-middle
v Certificate  valid and trusted  The connection to this site is using a valid, trusted server
* Integrity. The data sent between the visitor and the website has not been
certificate issued by R3 tampered with or modified
A plain HTTP connection can be easily monitored, modified, and
v Connection secure The connection to this site is encrypted and authenticated personated. Every unencrypted HTTP request reveals information about a

n P NAnktporoyriote £5@ yia avadrtnon

https://www.grapeviot.com/index.php

M OFW:C X | eee Lausa X Weatl X Weatt X | @ Deepl x | O AgriC x

<« C O @ webbkolldataskydd.net/en/results?url=http%3A%2F

About  FAQ

Results for www.grapeviot.com

HTTPS by default: No; insecure

Content Security Policy: Not implemented
Referrers leaked
4 (4 first-party; O t party)

10 requests to 7 unique hosts

Referrer Policy:
Cookies:
Third-party requests:

IP address: 198.20.110.1254 2k

X Insecure: HTTPS not used by default
www.grapeviot.com does not use HTTPS by default.

© How to implement

H L NAnkrpodoyriote 5 yta avadfitnon

BpoxomTioei

x Home X | @ Néax x | & Result x v Opiw x | EBResul x | + v - o X

example.com

http://www.grapeviot.com/
http://www.grapeviot.com/

HTTPS encrypts nearly all information sent between a client and a web
service. Properly configured, it guarantees three things:

+ Confidentiality. The visitor's connection is encrypted, obscuring URLS

cookies, and other sensitive metadata.

+ Authenticity. The visitor is talking to the “real” website, and not to an

impersonator or through a “man-in-the-middle

* Integrity. The data sent between the visitor and the website has not been

tampered with or modified

A plain HTTP connection can be easily monitored, modified, and

impersonated. Every unencrypted HTTP request reveals information about a -

We have also been in contact with a third organisation and we are talking with them about their
compliance with GDPR and we are waiting for their reply and actions.

https://www.orionas.gr/
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What impact has your partnering in CSI-COP had on the wider society? For example word-of-mouth
with neighbours, family, friends leading to completion of the informal education MOOC, or
attendance interest in a forthcoming CSI-COP workshop based on the MOOC content).
Apart from following the dissemination and communication plan of the project, all members of the
team try to raise awareness for GDPR compliance, starting with family, friends, neighbours co-
workers and every other interested party. The results we have so far are:
e Sixteen (16) people have taken the MOOC
e Ninety-five (95) people have attended the workshops we have organised so far. One in
Athens (November 2021), and 4 in Patras (December 2021, February 2022 and 2 in March
2022).
The feedback we got from all of our workshops is that people were not really aware of the extent of
online tracking and they would always accept cookies for the sake of time. After attending CSI-COP
workshops they stated they will be more precautious with their personal data and the acceptance of
cookies, while surfing online. They also will be more careful about granting permissions to

applications on their smartphone. Some of them expressed the desire to get more involved in the
project.

This communication is part of a project that has received funding from the
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Appendix 3: Partner 3 NaTE

What impact has being on the CSI-COP project had on partner team members?

In spite of the fact that none of the members of NaTE’s team is an expert in the field of online privacy
and data protection, since the beginning of the CSi-COP project there has been considerable
improvement in our awareness of the importance of data protection issues and in the way we handle
cookies during our daily Internet and apps usage. This is due to the knowledge we gained from the
research findings unearthed in the research phase of the CSI-COP project, from relevant information
shared among project partners in the regular progress meetings and from reading and translating the
CSI-COP MOOC content.

By learning more and more about the purpose and content of CSI-COP, as well as the data protection
options outlined by the project, we use the privacy options of our browsers (e.g. Firefox) more
consciously. One of the NaTE colleagues reported that she gained information about her browser’s
privacy from the Cover your Tracks site, which evaluated the capabilities of third-party trackers and
identified the best defense against them. (She found that the browser fingerprint she used ’appeared to
be unique’.)

The same colleague also uses i0S. Apple frequently updates its softwares and the latest updates came
with a huge amount of information. Although CSI-COP does not deal with Apple devices, our
colleague changed the settings of the updates according to her needs, bearing in mind what she
learned about data protection from the project. Analysing, understanding and modifying the settings
took her a considerable amount of time.

Does convenience sway your behaviour when you visit a website, time dictates how you deal with a
cookie banner, say?

Convenience, and more specifically lack of time plays the most important role in cases where we still
do not pay enough attention to online privacy issues. Undoubtedly, time pressure is the most
prominent factor derailing us from managing cookies more consciously. One member of NaTE’s team
indicated that the extent to which the topic of a given website interested her was also a decisive factor
in terms of the amount of time she was willing to spend managing cookies.

If the website is interesting to her, she looks at what the cookie banner offers. If there is an
opportunity to learn about the content without managing the cookies, she runs through it, if not, she
goes to the settings. If the content of the website is important for her, she carefully reads the privacy
description and the cookie management options and disables cookies that are not absolutely necessary
for a satisfactory user experience.

Do team members ever check privacy policies of websites. If yes, please give an example of a website
privacy policy that you read — please provide screenshot with name of website the privacy policy is
for.

NaTE team members check privacy policies of websites to an increasing extent. We usually review
the privacy statements of the websites we visit most often and we disable cookies transmitted to third
parties if the cookie policy of the website clearly allows it.

Some examples of privacy policies on Hungarian websites checked by NaTE members (2021.11.05.
and 2021.11.09.):

- an online bookstore (www.libri.hu):

This communication is part of a project that has received funding from the
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- the local site of IKEA (www.ikea.com/hu/hu):

IKEA Cookie Szabélyzat

- a Hungarian distance education site (https://hungarytoday.hu/hungary-schools-digital-distance-
education/):

This communication is part of a project that has received funding from the
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We value your privacy

m oS

- a popular healthcare site (https://napidoktor.hu/blg/a-kokemenv-komenv/):

A kékemény komény - Napide! X |+

€ c O 8 nitpsy/napidoktor.hu/blog/a-koke y B w @ =

dO

Az On adatainak védelme fontos a szamunkra
Mi és a partnereink Informaciokat — péidaul sutiket — tarolunk egy eszkozon vagy hozzatérunk az eszkozon tarolt
InformAciokhoz, és személyes adatokat — példaul egyedi azonositokat és az eszkoz Altal kidott alapvets
informéciokat ~ kezeliink személyre szabott hirdetések és tartalom hirdetés- és
nézettség adatok gyljtéséhez. valamint termékek kifejlesztéséhez és a termékek javitasahoz

AzOn élyével mi és a szerzett pontos geolokaciés adatokat és
i is A megfeleld helyre kattintva hozzajarulnat ahhoz, hogy mi és a
partnereink a fent leirtak szerint adatkezelést végezziink Masik lehetdségként a hozzajarulas megadésa vagy
itasa elott ré juthat, és beallitasait

Felhivjuk figyelmét, hogy személyes adatainak bizonyos kezeléséhez nem feltétienul szikséges az On
hozajarulasa, de jogaban all titakozni az ilyen |ellegii adatkezelés ellen. A bealiitasal csak erre a weboldalra
érvényesek. Erre a webhelyre vagy az itségével barmikor
megvaltoztathatja a bedllitasait

HUN 955 o
HU 2021.11.00. ™

- a HP laser jet printer manual (https://support.hp.com/hu-hu/product/hp-laserjet-pro-mfp-m130-
series/9365370/manuals):

£ frjon ide a kereséshez Napos A ¥l Q)
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Do team members use apps, if so: Do you download and use

One of the NaTE colleagues claims that she has never used apps. Another member of our team
reported that since becoming familiar with the content of CSI-COP’s MOOC she deleted every app
from her Android device, except for the ones that are absolutely necessary for her everyday life during
COVID-19 (e.g. the app of a local home delivery service).

Have the CSI-COP partner analysed their own organisation’s website for cookie policy? If so, what
was the result of the analysis (for example, if you used a tool to analyse, or conducted an analysis
without a tool), please provide screenshots for evidence

NaTE carried out a privacy analysis on the organisation’s website (https://nokatud.hu) on 21.07.14.

- B —y

© NaTE q thEw

The "Privacy Policy" on NaTE’s website (see below) is an easily noticeable, long and comprehensive
description that details the data management policy and practices of the organisation. It also gives
information about the cookies embedded in the website. However, the Privacy Policy is available only

in Hungarian.

This communication is part of a project that has received funding from the
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] R [P P g vene——

© NaTe

Kk vagyunk?

Using the online tool Webkoll
(https://webbkoll.dataskydd.net/en/results?url=http%3 A %2F%2Fnokatud.hu) analysis revealed 8
first-party cookies, 1 third-party cookie and 46 third-party requests (46 secure, 0 insecure) from
12 unique hosts.

Investigation using the online tool Blacklight (https://themarkup.org/blacklight?url=nokatud.hu)
showed 4 ad trackers (the average found on popular sites is 7). Blacklight detected trackers on the
page sending data to companies involved in online advertising. Blacklight detected scripts belonging
to the companies Facebook, Inc. and Alphabet, Inc. 1 third-party cookie was found (the average
found on popular sites is 3).

Wider society

NaTE’s activity in the project resulted in the first completion of the CSI-COP MOOC in English by a
member of the public engaged through NaTE activities. Although this kind of impact is very difficult
to measure in the short run, the members of the NaTE team believe that its efforts to reach the
relevant stakeholders and draw their attention to the topic of online data protection lead to an
increased awareness of the subject in NaTE’s broader circles.

In addition to promoting the topic of CSI-COP, NaTE’s participation in the project also raises
awareness of the concept of citizen science in our country, which can bring about a cultural shift in
certain communities that is in accordance with the objectives of Horizon 2020 SwafS Programme.
This longer term societal impact is considered very important in Hungary, which is a country lacking
traditions of civic initiatives and voluntary activities.

This communication is part of a project that has received funding from the
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Appendix 4: Partner 5 UOULU

What impact has being on the CSI-COP project had on partner team members?
Working on the project has widened the knowledge of the topic.

Does convenience sway your behaviour when you visit a website, time dictates how you deal with a
cookie banner, say?

It is worth noting that still exist websites that do not offer customisation of cookie settings at all, or in
practice they make this impossible by limiting or even blocking website functionalities in lack of a
full consent. In this case, often the website is left unvisited, but in some cases it is balanced with the
need to access and the annoyance of the cookies that stay present until the session ends and the
cookies are removed.

Do team members ever check privacy policies of websites? If yes, please give an example of a website
privacy policy that you read — please provide screenshot with name of website the privacy policy is
for.

It sometimes gets frustrating due to the cookie policy implemented by a large portion of websites, and
challenging due to the choices of a few websites. CSI-COP UOULU team take their time to select the
proper option, when this is choice is made available. Before proceeding, privacy policy is checked.

An example for Oulu newspaper Kaleva (https://www.kaleva.fi/) is shown in the screenshot below.
The visit to the website cannot start until a choice about the cookies is done, with the possibility to

accept all or proceed to settings, where the cookie policy is given and rejecting all is only one click
away from the “accept all” choice (legitimate interest is active by default, but it is removed with the
“reject all” choice).

Kaytamme evasteita tarjotaksemme parempia palveluja

Tarkoitukset

ASETUKSET HYVAKSY KAIKKI

SETTINGS
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Tarkoitukset

Tietojen tallennus laitteelle ja/tai laitteella olevien tietojen kaytto

v
Suostumus
Personoitu mainonta ja sisdltd, mainonnan ja sisallon mittaus seka kayttajaymmarrys v
Suostumus +/ Oikeutettu etu
Tuotekehitys v

Suostumus +/ Oikeutettu etu

Tarkkojen sijaintitietojen kayttd
Suostumus

Toimittajat voivat

« kerata ja kasitells tarkkoja sijaintitietoja yhden tai useamman tarkoituksen tueksi

Huom. Tarkat sijaintitied
voidaan m3arittaa muutama

tta kayttajan sijainnin tarkkuutta koskevia rajoituksia ei ole; sijainti
kuudella

Laitteen ominaisuuksien aktiivinen skannaus tunnistamista varten

LEGITIMATE INTEREST

Do team members use apps? If so, do you download and use? Have you checked permissions in the
apps?

Apps are used for both work and free time. In any case, the set of apps is kept to the minimum
required and privacy policies are checked before installation. Some apps are required, like Microsoft
Authenticator, or highly useful, for example Microsoft Teams, Webex Meet and GoToMeeting.

The Exodus Privacy report for the first two apps (overleaf), show that they may have some issues,
partly correctable, as for example permission may be set appropriately (see overleaf).

This communication is part of a project that has received funding from the
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~\
Authenticator

© trackers € permissions

Version 6.2110.7183 - see other versions
ogle P!

See on Google Play >

© trackers

We have found code signature of the following trackers in the application:

Adjust >

—
(analytics)

[l

oogle Analytics >
analytics )

.

Google Firebase Analytics >

(@nalytics )

Microsoft Visual Studio App Center Analytics >
—

analytics

Microsoft Visual Studio App Center Crashes >

(erach renorond)
((crash reporting )

OpenTelemetry (OpenCensus, OpenTracing) >
e
analytics

A tracker is a piece of software meant to collect data about you or your usages. Learn more

€ permissions

3 trackers ©) permissions

Version 1416/1.0.0.2021173

See on Google Play >

3 trackers
A We have found code signature of the following trackers in the application:
PAKOTA
LOPETUS

Bugsnag >

(crash reporting )

Google Firebase Analytics >

((analytics)

Microsoft Visual Studio App Center Crashes >

A tracker is a piece of software meant to collect data about you or your usages. Learn more.

Kayttooikeudet

Kayttooikeuksia ei ole myonnetty

©) permissions
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Have the CSI-COP partner analysed their own organisation’s website for cookie policy? If so, what
was the result of the analysis (for example, if you used a tool to analyse, or conducted an analysis
without a tool), please provide screenshots for evidence.

The University of Oulu has hugely improved their cookie policy. The pre-existing situation was of
hidden information about cookies and impossibility to deactivate them. After the CSI-COP project
team internal feedback, the University of Oulu website cookie policy is much better. As shown from
the screenshots, the first given option is to proceed with only necessary cookies and the default setting
matches this. The “show details” link opens a frame with the details of the cookies divided by
category.

The webbkoll analysis of the website reports no cookies but a number of third-party requests.

OULUN YLIOPISTO

MYVAKSY KAIKKE Tama verkkosivusto kéyttaa evésteita

UNIVEF 5ITY OF OULU

ACCEPTONLY
NECESSARY COOKIES

ACCEPTALL

] Functional

SHOW DETAILS

HIDE DETAILS

UNIVERSITY OF OULU WEB SERVICE COOKIE POLICY

ABOUT COOKIES

& wakboll I ! About FAQ

@ English

Results for www.oulu.fi

HTTPS by default: Yes

Content Security Policy: Not implemented
Referrer Policy: Referrers leaked
Cookies: 0

Third-party requests: 25 requests to 7 unique hosts
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Have you been in touch with your organisation to make any changes in your organisation’s website, if
your analysis showed improvements could be made to make it more GDPR-compliant? Please provide
screenshots for evidence.

Yes, see above the result after the improvement process.

Have you been in touch with other organisations about their websites with respect to improving

GDPR-compliant? Please provide evidence, such as names of organisations and dates of contact
No.

Wider society

Beyond the project team and the partner organisation, they have been reminded while disseminating
about CSI-COP project within the scientific and technical community, through participation to
seminars and through social media (LinkedIn). Moreover, privacy issues have been discussed with
neighbours, family and friends.

This communication is part of a project that has received funding from the
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Appendix 5: Partner 6 BIU

What impact has been on the CSI-COP project had on partner team members?

Both BIU team members are from the information science department, therefore the issue of online
privacy is well known to us. However, thanks to our participation in CSI-COP we learned new
concepts and tools for examining sites and apps for cookies and privacy violations as well as received
a deeper understanding of the GDPR regulations and privacy threats online.

Does convenience sway your behaviour when you visit a website, time dictates how you deal with a
cookie banner, say?

No longer, while in the past we used to approve cookies automatically, today, we know where the
information about us and our online behaviour may end up, and therefore, usually, we avoid using
sites and apps that require cookies approval.

Do team members ever check privacy policies of websites. If yes, please give an example of a website
privacy policy that you read — please provide screenshot with name of website the privacy policy is

for.
Yes!

ae %« o @& ostio/prep: arl

AE% SocArXiv Papers My Preprints ~ Submita Paper ~ Search  Donate {*} Shlomit Hadad ~

SOC
ARXIV

P maser - couo/ PRIVACY.POUCYmd comme

CENTER FOR OPEN SCIENCE, INC.

PRIVACY POLICY

Do team members use apps?
Yes

Do you download and use?
Yes

Have you checked permissions in the apps?
Yes
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Have the CSI-COP partner analysed their own organisation’s website for cookie policy? If so, what
was the result of the analysis (for example, if you used a tool to analyse, or conducted an analysis

without a tool), please provide screenshots for evidence.
Yes.

https://www.cookieserve.com/report
cookieserve

Compiiance test resultfor hitps:Jwww.biuacif

o CogaryCvrven

facur?

erim £3PrObElY
Scan your site now

Have you been in touch with your organisation to make any changes in your organisation’s website, if
your analysis showed improvements could be made to make it more GDPR-compliant? Please provide
screenshots for evidence.

We have approached the BIU website manager and asked for a meeting to discuss cookies usage in
BIU site, but there was no response yet and no actual action was taken so far by the university to
change the website as for now.

Have you been in touch with other organisations about their websites with respect to improving
GDPR-compliant? Please provide evidence, such as names of organisations and dates of contact
No.

Wider society

Our partnership with CSI-COP has a wide societal impact. The university PR department assisted us
with the publication of the project press release and CS recruitment advertisements, and as a result we
were approached by students, librarians, teachers, lecturers, lawyers, and others who were interested
in the project. In addition, we used personal mailing lists and social networks to spread a word on the
project to our friends, colleagues and family, who were very excited about the project and found its
topic very relevant for them. Some of them joined the project and did the MOOC and are currently

This communication is part of a project that has received funding from the
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actively participating in the cookies data collection and reporting. Some of them also expressed
interest in attending the upcoming CSI-COP workshop based on the MOOC content.

Link to ISRAEL365 NEWS: https://www.israel365news.com/194115/most-of-us-are-unaware-of-
threats-to-our-online-privacy-and-how-to-prevent-invasion-of-online-privacy-heres-how-to-fight-
them/?fbclid=IwAR3UzJ2kdB8vVId5rBhiDN7vdCMT-DklJ3FHHPdPAeQFUBj 7XIdV-UiHPKQO

Link to the university website (article in Hebrew): https://www.biu.ac.il/en/node/9230

* 4 x

This communication is part of a project that has received funding from the
European Union's Horizon 2020 research and innovation programme under grant agreement N°873169



Page38

CSI-COP

Citizen Scientists
Investigating Cookies
& App GDPR Compliance

Appendix 6: Partner 8§ CTU

What impact has being on the CSI-COP project had on partner team members?

The project has impacted their behaviour: Currently, they pay much more attention to signs of the
tracking on the websides they visite and they are more sensitive to quality of provided information
about use of cookies.

Does convenience sway your behaviour when you visit a website, time dictates how you deal with a
cookie banner, say?

All the CTU team members are more cookie cautious now. But all over it, their behavoiur under
time/stress is not perfect, yet.

Do team members ever check privacy policies of websites? If yes, please give an example of a website
privacy policy that you read — please provide screenshot with name of website the privacy policy is
for

A well maintained website is for example https://www.newscientist.com/

Do team members use apps? Yes
Do you download and use. Yes, e.g. Waze,WhatsApp
Have you checked permissions in the apps? Yes

Have the CSI-COP partner analysed their own organisation’s website for cookie policy?If so, what
was the result of the analysis (for example, if you used a tool to analyse, or conducted an analysis
without a tool), please provide screenshots for evidence

Our own institute does not inform its reader about its cookie policy. The remedy has been requested
from the webmaster (an outsourced company) and currently we are hoping that the solution will be
delivered soon. The current webpage has been analysed using webbkoll and here is the result:

This communication is part of a project that has received funding from the
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Chromi

Sate Tle  Summary Description

CTU general webpage https://www.cvut.cz has a clearly described cookie
_policy:

Have you been in touch with your organisation to make any changes in your organisation’s website, if
your analysis showed improvements could be made to make it more GDPR-compliant? Please provide
screenshots for evidence.

We have identfied a problém with the website of our institute and now we are waiting for an upgraded
webpage.
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Appendix 7: Partner 9 STELAR

What impact has being on the CSI-COP project had on partner team members?

While the team at STELAR is already informed and cautious in privacy matters, being involved in the
CSI-COP project has made team members more aware on issues that are not as well-known. Issues
such as the fact that some website may install cookies even after a user rejects them have been eye-
opening. Also, it has made us aware of tools which help analyse websites and better inform us on
who’s tracking us.

Does convenience sway your behaviour when you visit a website, time dictates how you deal with a
cookie banner, say?

While we do try to always inform ourselves on the cookie policy of each website we visit, there may
be times that convenience will lead us to accept all cookies when there is no “refuse all” option
immediately available.

Do team members ever check privacy policies of websites?

After our involvement with this project, yes, we are reading privacy policies of websites more often,
especially for websites where we do have to provide our own data. One example of a website privacy
policy that we studied lately was reddit.com which can be found here:
https://www.redditinc.com/policies/privacy-policy

Reddit Privacy Policy

Effective September 12, 2021. Last Revised August 12, 2021

How We Protect Your Information

Your Cholces Ve viant you to understand hor

Your Rights information about you when y o5, mobile ap;
(collectively, the “Services”) or when you otherwise interact with us or receive & comr
Privacy Policy applies to all of our Services Including Reddit Gifts, which maintains a ser
thet incorporates this Privacy Policy by reference.

i why Reddit, Inc. (“Reddil

Contact Us

What We Collect (and How it is Used and Shared)

Information You Provide to Us
We collect information you provide to us directly when you use the Services. This includes:

Account If you create a Reddit account y require you to provids

and password.

information  Your username is public, and it doesn't have to be related to . You may also
P i ion, like d We also
store your user account prefer n

Contentyou  We collect the content you submit to the Services. This includes your posts and comments

submit includi i broadcast via RPAN, your i users

(e.g. private messages, chats ind your

Actions you
take

Tronsactional  If you purchase products or services from us (e., Reddit Premium or Reddit Coins), we
information  will collect certain information from you, including your name, address, email address, and
information about the product or service you are purchasing. Reddit uses industry-

services (for exampl payment information.
Other You may choose to provide other information directly to us. For example, we may collect
information  information when you fill i

tions, apply for a fob, support, or withus. |

Cookies on Reddit

We use cookies on our websites for anumber of purposes, ncluding analytics and Cookies setting:  [EELIIIEON x
poro ot o of cookie

performance, functionality, and advertising. L

Do team members use apps, if so:Do you download and use Have you checked permissions in the
apps?

Yes, we use apps, and unless the permissions are required for the functionality of the app, they are
always refused. Whenever possible, we also use ad blocking services.
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Have the CSI-COP partner analysed their own organisation’s website for cookie policy? If so, what
was the result of the analysis (for example, if you used a tool to analyse, or conducted an analysis
without a tool), please provide screenshots for evidence

Yes, we have analyzed our website using tools such as webkoll and pagexray. The analysis showed
that the website does not use any tracking cookies or services. It only uses 6 first-party cookies which
are mainly used to record user preferences regarding their cookie policy choices.

security

Stelar..

research

B webbkoll| net 1

Results for stelar.de

fault Yes

B HTTPS by default

HTTPS £

State Title Summary Description

Have you been in touch with your organisation to make any changes in your organisation’s website,
if your analysis showed improvements could be made to make it more GDPR-compliant?

No, the privacy and cookie policies are adequate.
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Have you been in touch with other organisations about their websites with respect to improving
GDPR-compliant? Please provide evidence, such as names of organisations and dates of contact.

Not yet. However, after our involvement on this project, we are planning to do so from now on
when we see glaring cases of privacy issues on a website’s policy.

What impact has your partnering in CSI-COP had on the wider society? For example word-of-mouth
with neighbours, family, friends leading to completion of the informal education MOOC, or
attendance interest in a forthcoming CSI-COP workshop based on the MOOC content.

As a team we have always been very “privacy-forward”. Always discussing with colleagues and
friends about these matters, trying to persuade them that “your privacy matters”. Our involvement
in the CSI-COP project has made us more aware of everyday examples where our privacy may be
affected, and it can be more persuasive to people who may not have any interest or may have not
considered their online privacy yet.

This communication is part of a project that has received funding from the
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Appendix 8: Partner 10: IB

What impact has being on the CSI-COP project had on partner team members?

The IB team members received more enthusiasm to spread the news re. internet tracking and to attract
lay citizens next to researchers for a joint effort to combat bad practices.

We are also more cautious re. websites and apps (trackers). We also learned about new tools.

Does convenience sway your behaviour when you visit a website, time dictates how you deal with a
cookie banner, say?
No, we take time to watch for ourselves against cookies

Do team members ever check privacy policies of websites? If yes, please give an example of a website
privacy policy that you read - please provide screenshot with name of website the privacy policy is for
We also made videos, to convince more people to move away from webistes and app with bad
practices. Here are some examples:

https://vimeo.com/507975440/007aa13057

https://vimeo.com/516282541/60ce1a00d0

See also the images below

Do team members use apps, if so:
Yes

Have you checked permissions in the apps?
Yes and we make sure we limit the use of cookies to the necessary minimum level.

Have the CSI-COP partner analysed their own organisation's website for cookie policy? If so, what
was the result of the analysis (for example, if you used a tool to analyse, or conducted an analysis
without a tool), please provide screenshots for evidence

Yes. As a small organisation, we don't have a software development team that could build the website
from the scratch, so we use website building tools (website templates). These websites use cookies
which they claim are absolutely necessary for their builder to work. On our side, we add no further
cookies and we switch all the "optional" cookies off by default. Our operating model doesn't count on
collecting data from our website visitors. We don't have apps for our business.

Have you been in touch with your organisation to make any changes in your organisation's website, if
your analysis showed improvements could be made to make it more GDPR-compliant.

IB continuously look to reduce the number of cookies on our website. For example, we did some
specific work to turn off by default non-essential cookies on our website.

Have you been in touch with other organisations about their websites with respect to improving
GDPR-compliant? Please provide evidence, such as names of organisations and dates of contact.
Yes, with some. We had a number of calls with our suppliers and made sure that we determined to
work with them for reducing their data collection business models. We also looked for alternatives
and proposed across our partners for the case of websites with heavy number of cookies (e.g.
replacing Doodle with Framadate).

What impact has your partnering in CSI-COP had on the wider society? For example word-of-mouth
with neighbours, family, friends leading to completion of the informal education MOOC, or
attendance interest in a forthcoming CSI-COP workshop based on the MOOC content.
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IB constantly communicate our work with intimate and with wider networks. This includes research
funders (e.g. Romania, Bulgaria), Academies of Science (e.g. Hungary), several conferences (Croatia,
Turkey, Latin America and Caribbean, Rome, Stockholm, MDPI, CERN, University of Geneva).

On the personal level, we engage with neighbours, kids' schools, kids' sport club parents).
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